PRIVACY / FAIR PROCESSING NOTICE
Your Personal Information – What you need to know
Who we are and what we do
NHS Cambridgeshire and Peterborough Clinical Commissioning Group (CCG)
purchase and manage services to provide patients in our area with the highest quality
of healthcare. To enable us to do this, we keep records that contain information about
you and your health, and the care and treatment we have provided or plan to provide
to you. Further information on the CCG is available to read here.
The CCG is registered with the Information Commissioner’s Office (ICO) as a data
controller1. Details of our data protection registration are available through the
ICO website, our registration number is Z358830X.
What Information do we hold and how do we use it
We are committed to protecting your privacy and will only use or process information
collected lawfully2 in accordance with the Data Protection Act 2018 (DPA). We
undertake not to use any information we may hold about you for any purpose other
than that for which it was collected, unless we have obtained your explicit consent3.
This includes not sending your information overseas without permission. We do not
sell personal information.
As a commissioning organisation not involved in direct patient care, the CCG does not
routinely hold medical records, but may hold other personal or sensitive (special
category) information4 relating to complaints, investigations, independent funding
requests you may make, continuing healthcare funding, or reviews that we are carrying
out on your behalf. We also hold information centrally which is used for statistical
purposes to allow the NHS to plan the services it provides. We may also use
anonymised5 or pseudonymised6 data for research7, audit and public health purposes.
Data may be anonymised and linked with other data so that it can be used to improve
healthcare and development and monitor NHS performance. Where data is used for
these statistical purposes, stringent and technical measures are taken to ensure
individual patients cannot be identified.
The CCG contracts with other organisations to process data on our behalf. These
organisations are known as ‘Processors’8 and we ensure they are legally and
contractually bound, providing sufficient guarantees to implement appropriate technical
and organisational measures in such a manner that any processing will meet the
requirements of the DPA and ensure the protection of the rights of the data subject.

See Appendix B ‘Key Definitions – Data Controller
See Appendix A - ‘Lawful Bases for Processing Data’
3
See ‘Information Sharing’ section for instances where patients cannot opt out of their information being shared.
4
See Appendix B ‘Key Definitions’ - Personal and Sensitive (Special Category) Data
5
See Appendix B ‘Key Definitions’ - Anonymised Data
6
See Appendix B ‘Key Definitions’ - Pseudonymised Data
7
See Appendix B ‘Related Links and Documents’ - Health Research Authority
8
See Appendix B ‘Key Definitions’ - Data Processors
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What we need from you
Please tell us as soon as possible if there are any changes to your information, such
as a change of name or a new address. This helps us to keep your information
reliable and up to date.
Individuals’ Rights under the General Data Protection Regulation (GDPR)
The GDPR provides the following rights for individuals:
1. The right to be informed about the collection and use of your personal data.
This is a key transparency requirement under the GDPR.
2. The right of access to your personal data, this is commonly referred to as
subject access. If you would like to access your health records, please see
contact details below.
3. The right to rectification of your personal data or completed if it is
incomplete. In certain circumstances a request for rectification may be
refused.
4. The right to erasure of your personal data. The right is not absolute and
only applies in certain circumstances.
5. The right to restrict or suppress processing of your personal data. This is
not an absolute right and only applies in certain circumstances.
6. The right to data portability allows individuals to obtain and reuse their
personal data for their own purposes across different services. The right
only applies to information an individual has provided to a data controller.
7. The right to object to the processing of your personal data in certain
circumstances.
8. Rights in relation to automated decision making and profiling - The GDPR
applies to all automated individual decision-making and profiling.

Access to your Health Records
Information on how to access your information is available here or by contacting the
Information Governance Team on 01223 725451 or at capccg.infogov@nhs.net
Primary and Secondary Care Data
The CCG has limited cause to process data as we are not involved in direct patient
care, we do however receive anonymised and pseudonymised primary and secondary
care data9 processed on our behalf by the North of England Commissioning Support
Unit, contracted by us under strict information governance and information security
conditions. Receiving data of this type enables us to analyse current health services
and proposals for developing future services. It is sometimes necessary for us to link
separate anonymised individual datasets to be able to produce a comprehensive
methodology for evaluation. This may involve linking primary care data with other
non-identifiable data provided for secondary use (known as SUS10 which includes
inpatient; outpatient; A&E and other NHS services data).

9

See Appendix B ‘Key Definitions’ - Primary and Secondary Care Data
See Appendix B ‘Key Definitions’ – Secondary Uses Service

10
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Risk Stratification
Your GP uses your data to provide the best care that they can for you. As part of this
process, your GP will use your personal and health data to undertake risk
stratification11, also known as case finding.
Risk stratification tools use a mix of historic information about patients such as age,
gender, diagnoses and patterns of hospital attendance and admission as well as data
collected in GP practices.
NHS Digital provides information, identifiable by your NHS Number, about hospital
attendances. GP Practices provide information from GP records also identifiable by
your NHS Number. Both sets of information are sent via secure transfer to the risk
stratification system where they are immediately pseudonymised12 and linked to each
other. The risk stratification system uses a formula to analyse the pseudonymised
data to produce a risk score. These risk scores are available to the GP practice you
are registered with, where authorised staff, responsible for providing direct care to you
are able to see these scores in a format that identifies you. This will help the clinical
team make better decisions about your future care, for example, you may be invited to
attend your GP practice for a review or if a referral to a new service is more beneficial,
this will be discussed with you. The CCG is provided with reports containing
aggregated13 data, which doesn’t identify you, to ensure that we are commissioning
and planning for these services as required by the population we serve.
To identify those patients individually from the patient community registered with your
GP would be a lengthy and time-consuming process which would by its nature
potentially not identify individuals quickly and increase the time to improve care.
Your GP surgery uses the services of two health partners, North of England
Commissioning Support Unit (NECS) and Prescribing Services Ltd (PSL) to identify
those most in need of preventative or improved care. This is arranged by the CCG
who will not at any time have access to your personal or confidential data. They act on
behalf of your GP to organise this service with appropriate contractual and security
measures only.
NECS and PSL will process your personal and confidential data. Typically, this will
process your data using indicators such as your age, gender, NHS number and codes
for your medical health to identify those who will benefit from clinical intervention.
Processing takes place automatically, without human or manual handling. Data is
extracted from your GP’s clinical computer system, automatically processed and only
your GP is able to view the outcome, matching results against patients on their system.
The CCG has implemented strict security controls to protect your confidentiality and
recommend this as a secure and beneficial service to you. However, if you wish, you
can ask your GP for your data not to be processed for this purpose and your GP will
mark your record as not to be extracted so it is not sent to NECS & PSL for risk
stratification purposes.
The legal bases for processing personal identifiable data under GDPR and full
details of the types of information processed within the CCG (including the purpose
and any data processor involvement) can be found in Appendix A.

See Appendix C ‘Related Links and Documents’ – Risk Stratification
See Appendix B ‘Key Definitions’ – Pseudonymised Data
13
See Appendix B ‘Key Definitions’ – Aggregated Data
11
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Confidentiality and Information Sharing
We will not share your information unless you ask us to do so, however, there are
some instances where patients cannot ‘opt out’ of having their information shared and
information may be shared without their explicit consent. These instances may
include:
•
•
•
•
•
•

Where the sharing is mandated by law or court order;
Where there is sufficient safeguarding14 or vulnerability concerns;
In order to assist the police in the prevention and detection of crime;
There is an overriding public interest in releasing or sharing information;
We have special permission for health and research purposes (granted by the
Health Research Authority)15;
For the health and safety of others, for example to report an infectious disease
such as meningitis or measles.

We work with several NHS, partner agencies and other organisations16 to provide
healthcare and services for you. We may also share anonymised and pseudonymised
statistical information with them for the purpose of improving local services, for
example, understanding how conditions spread across our local area compared
against other areas.
All NHS organisations have a senior person responsible for protecting the
confidentiality of patient information to enable appropriate information sharing. This
person is called the Caldicott Guardian, Carol Anderson is the CCG’s Caldicott
Guardian.
All CCG staff have contractual obligations of confidentiality17, enforceable through
disciplinary procedures. Staff with access to patient identifiable information receive
appropriate ongoing training to ensure they remain aware of their responsibilities. Our
staff are granted access to personal or sensitive data strictly on a need-to-know basis
only.
Opting out of Sharing your Confidential Patient Information
Confidential patient information is when 2 types of information from your health records
are joined together.
The 2 types of information are:
• something that can identify you;
• something about your health care or treatment.
Identifiable information on its own is used by health and care services to contact
patients and this is not confidential patient information.
There are two different opt-out types which both refer to information sharing for
purposes other than that of direct patient care.

See Appendix A ‘Types of Information Processed by the CCG’ - Safeguarding
See Appendix B ‘Key Definitions’ – Section 251 and Appendix C ‘Related Links and Documents’ - Health Research Authority
16
See Appendix C ‘Related Links and Documents’ - Cambridgeshire Information Sharing Framework
17
See Appendix C ‘Related Links and Documents’ - Code of Practice for Handling Information in Health and Care
14
15
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Type 1 opt-out: Applies to Medical Records held at your GP practice
You can tell your GP practice if you do not want your confidential patient information
held in your GP medical record to be used for purposes other than your individual care.
This is commonly called a type 1 opt-out. This opt-out request can only be recorded
by your GP practice.
National data opt-out: Applies across the Health and Care System in England
Information about you can also be used and provided to other organisations for
purposes beyond your individual care, for research and planning to help provide better
health and care for you, your family and future generations. This may only take place
when there is a clear legal basis to use this information.
Most of the time, anonymised data is used for research and planning so that you
cannot be identified in which case your confidential patient information isn’t needed.
You have a choice about whether you want your confidential patient information to be
used in this way. If you are happy with this use of information you do not need to do
anything. If you do choose to opt out, your confidential patient information will still be
used to support your individual care.
To find out more or to register your choice to opt out, please visit www.nhs.uk/yournhs-data-matters. You can also find out more about how patient information is used
at: https://www.hra.nhs.uk/information-about-patients/ (which covers health and care
research); and https://understandingpatientdata.org.uk/what-you-need-know (which
covers how and why patient information is used, the safeguards and how decisions are
made). You can change your mind about your choice at any time.
NHS Digital18 monitors the number of patients applying their opt-out rights through
aggregated19 data sources. Whilst patients have the right to opt out of having their
data shared for purposes other than direct patient care, sharing data allows the NHS to
better understand the needs of patients. It also allows for more comprehensive
performance monitoring of services and allows organisations to adequately benchmark
themselves. This allows care providers and commissioners to work collaboratively to
improve the quality of, and accessibility to local services.
Health and care organisations have until March 2020 to put systems and processes in
place so they can be compliant with the National Data Opt-Out Policy and apply your
choice to any confidential patient information they use or share for purposes beyond
your individual care. Cambridgeshire and Peterborough CCG is currently working
towards compliance with the Policy.
Records Management
NHS records may be in electronic or paper format or a mixture of both, a combination
of working practices and technology is used to ensure that your information is kept
confidential and secure.
The Records Management Code of Practice for Health and Social Care 201620 sets
out the required standards of practice in the management of records for those who
work within or under contract to NHS organisations in England, based on current legal
requirements and professional best practice.

See Appendix B ‘Key Definitions’ – NHS Digital
See Appendix B ‘Key Definitions’ - Aggregated Data
20
See Appendix C ‘Related Links and Documents’ - The Records Management Code of Practice for Health and Social Care 2016
18
19
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Data held by the CCG is retained in line with the Code of Practice’s retention
schedules and thereafter confidentially destroyed or disposed of. Detailed retention
schedules, ie minimum periods for which various records that are created should be
retained, in accordance to either their ongoing administrative value or as a result of
statutory requirement can be found in Appendix 3 of the Code of Practice.
Contacting us about your information
If you have any question or concerns regarding accessing your information; the
information we hold on you or the use of your information, please contact the CCG’s
Data Protection Officer, details below:
Data Protection Officer
Cambridgeshire and Peterborough CCG
Lockton House
Clarendon Road
Cambridge CB2 8FH.
CAPCCG.DataProtectionOfficer@nhs.net
For independent advice about data protection, privacy and data sharing issues, you
can contact the Information Commissioner’s Office at:
Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Phone: 0303 123 1113 (Monday to Friday, 9am to 5pm)
Website: https://ico.org.uk/
Contacting us if you have a complaint or concern
Patient Experience Team
Cambridgeshire and Peterborough CCG
Lockton House, Clarendon Road
Cambridge CB2 8FH
FREEPHONE: 0800 279 2535
Email: capccg.pet@nhs.net
Fax: 01223 725590
Further information can be found here.
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APPENDIX A
Lawful Basis for Processing Personal and Personal Sensitive (Special Category) Data
Under the new Data Protection Regulation, the CCG must determine a lawful basis for
processing personal identifiable data before processing commences. Where special category
data is processed, a lawful basis and a separate condition must be identified. (See Note below)
CONSENT
The individual has given clear consent for the CCG to process their
personal data for a specific purpose.
CONTRACT
The processing is necessary for a contract the CCG has with the
individual, or because the individual has asked us to take specific
steps before entering into a contract.
LEGAL
The processing is necessary for the CCG to comply with the law (not
OBLIGATION
including contractual obligations).
VITAL INTERESTS
The processing is necessary to protect someone’s life.
PUBLIC TASK
The processing is necessary for the CCG to perform a task in the
public interest or for our official functions, and the task or function has
a clear basis in law.
LEGITIMATE
The processing is necessary for legitimate interests or the legitimate
INTERESTS
interests of a third party unless there is a good reason to protect the
individual’s personal data which overrides those legitimate interests.
(This basis does not apply to the CCG - public authorities process
data to enable them to perform their official tasks.)
Source: ICO Lawful Basis for Processing
Note: Relevant provisions in the General Data Protection Regulation (GDPR) for processing:
Personal Identifiable Data – Article 6(1); Article 6(2) and Recital 40.
Special Category Data - Conditions are listed in Article 9(2) of the GDPR

TYPES OF INFORMATION PROCESSED BY THE CCG
Activity
Rationale
Complaints
Purpose – To process your personal information if it relates
to a complaint where you have asked for our help or
involvement.
Legal Basis - The CCG has a duty as to the improvement in
quality of services under Section 14R NHS Act 2006 and will
rely on your explicit consent as the basis to undertake such
activities.
Data Processor – We process this information ourselves.
Freedom of Information (FOI) Purpose – To process personal information in relation to FOI
requests
requests made by an individual to enable response to be
provided.
For further information please visit the CCG’s FOI webpage.
Legal Basis – Freedom of Information Act.
Data Processor – We process this information ourselves.
Safeguarding
Purpose – Safeguarding means protecting individuals’
health, wellbeing and human rights, and enabling them to live
free from harm, abuse and neglect. It is a key part of
providing high-quality health and social care. The CCG will
participate in Serious Case Reviews undertaken by either the
local Children’s Safeguarding Boards or the Adult
Safeguarding Boards for continued learning, to minimise risk
and to improve services.
Legal Basis - The CCG has a statutory responsibility under
the Children Act 2004; Care Act 2014 and safeguarding
provision within the Data Protection Act 2018 (Schedule 1,
Part 2, subsections 18 and 19) to ensure the safety of all
children, and the safety of adults at risk of abuse and
neglect.
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TYPES OF INFORMATION PROCESSED BY THE CCG
Activity
Rationale
Sharing information - Where there is a suspected or actual
safeguarding issue the CCG will share information that we
hold with other relevant agencies whether or not the
individual or their representative agrees.
Data Processor – We process this information ourselves,
except in circumstances where there may be an external
review involving a service delivered by us. Where this is the
case, we would commission an appropriate external person
to undertake the internal elements of the review for us.
Individual Funding Requests Purpose – We process your personal information where we
are requested to fund specific treatment for you for a
particular condition that is not already covered within our
contracts. For further details, please see the CCG’s Patient
Leaflet on Funding Requests.
Legal Basis –The National Health Service Commissioning
Board and Clinical Commissioning Groups (Responsibilities
and Standing Rules) Regulations 2012 part 7 (34) sets out
the duty of a CCG in regard to funding and commissioning of
drugs and other Treatments. The clinical professional who
first identifies that you may need the treatment will explain to
you the information that is needed to be collected and
processed in order to assess your needs and commission
your care; they will gain your explicit consent to share this.
Data Processor – The CCG manages its funding requests
via a web-based programme provided by Blueteq. Blueteq
store the data on our behalf.
Continuing Healthcare (CHC) Purpose – We process personal identifiable information
whilst carrying out assessments for NHS Continuing
Healthcare (a package of care for individuals with complex
medical needs) funding. Where eligibility is established, this
ensures that we commission the correct care package for
you.
Legal Basis - The National Health Service Commissioning
Board and Clinical Commissioning Groups (Responsibilities
and Standing Rules) Regulations 2012 section part 6 sets
out the duty of a CCG in regard to the assessment and
provision of NHS Continuing Healthcare. The clinical
professional who first sees you to discuss your needs will
explain to you the information that they need to collect and
process in order for your needs to be assessed and your
care package to be commissioned; they will gain your explicit
consent to share this.
Data Processor – Health Analytics and SystmOne (TPP) are
the clinical systems that we use to process and store health
data relating to continuing healthcare. Where required, data
is shared with Social Care Teams (Brokerage) to enable care
packages to be sourced for our population.
Addendum (September 2020): - In April 2021, Health
Analytic is being replaced with a new clinical system called
Adam. In preparation for the change of system, we need to
transfer test data from Health Analytics to Adam during
September/October 2020. A second, final transfer of data
from Health Analytics to Adam will be required shortly before
the system change in preparation for the changeover.
Infection Control
Purpose - The CCG has an obligation for carrying out
Infection Control surveillance. This work is undertaken by a
CPCCG Privacy / Fair Processing Notice Version 5.7 – Dec20
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TYPES OF INFORMATION PROCESSED BY THE CCG
Activity
Rationale
clinical nurse with support from Practices and Acute Trusts to
provide the relevant information for the investigation to be
undertaken and outcomes derived. The surveillance reports
produce actions and lessons learnt that support direct
improved care of patients and continuously improves the
safety of patients and focus on clinical learning.

Invoice Validation

21

Legal Basis - The Health Service (Control of Patient
Information) Regulations 2002 (Paragraph 3) enables the
lawful processing of patient information in relation to
diagnosing, recognising trends, controlling, preventing,
monitoring and managing communicable diseases and other
risks to public health.
Public Health England’s Mandatory Healthcare Associated
Infection Surveillance: Data Quality Statement - June 2018.
Data Processing – We process this information ourselves.
Purpose – The Invoice Validation process ensures that care
providers who provide you with care and treatment can be
paid for the services they provide in a timely and efficient
manner. There are situations where personal data is
required to ensure that the correct service provider is paid.
In such cases service providers are required to send patient
identifiable data such as NHS Numbers to a Controlled
Environment for Finance (CEfF). The CEfF is a restricted
secure area where a limited number of authorised staff
process the data to indicate which invoices can be validated
(authorised) for payment. The CCG has approval for three
individuals to have access to patient information for the
purposes of the CEfF. NHS England has published guidance
on how invoices must be processed and Commissioners
have a duty to detect report and investigate any incidents
where a breach of confidentiality has been made. For further
information, please visit NHS England Invoice Validation
FAQs.
Legal Basis - GDPR Article 6(1)(e) and Article 9(2)(h). The
use of personal confidential data by CCGs for invoice
validation has been approved by the Secretary of State,
through the Confidentiality Advisory Group of the Health
Research Authority (approval reference (CAG 7-07)(ac)/2013)), approval has been extended to the end of
September 2020. NHS England Invoice Validation gives us
a statutory legal basis under Section 25121 of the NHS Act
2006 to process data for invoice validation purposes which
sets aside the duty of confidentiality. We are committed to
conducting invoice validation effectively, in ways that are
consistent with the laws that protect your confidentiality.
Data Processor - NHS Shared Business Services (SBS)
process invoices on behalf of the CCG. NHS SBS do not
require and should not receive any personal data to provide
their services.

See Appendix C ‘Key Definitions’ - Section 251
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Patient and Public
Involvement

Purpose – If you have asked us to keep you regularly
informed about the work of the CCG or if you are actively
involved in our engagement and consultation activities or
patient participation groups, we will collect and process data
which you have agreed to share with us.
Where you submit your details to us for involvement
purposes, your information will only be used for this purpose
and not shared with anyone without your explicit consent.
You can opt out of involvement at any time by contacting the
CCG’s Communications and Engagement Team on 01223
725400 or at capccg.contact@nhs.net
Legal Basis – We will rely on your explicit consent for this
purpose.
Data Processor – We process this information ourselves.
The CCG uses SurveyMonkey to collect responses to
surveys. We do not store IP addresses from responses. If a
survey asks for your Personal Confidential Data, it is not
mandatory to provide this, these fields may be left blank. If
you have completed a survey and given any personal
confidential data, you can contact capccg.contact@nhs.net
quoting the survey to request your details and/or response to
be removed. SurveyMonkey’s privacy agreement and cookie
policy is available via their website at
www.surveymonkey.com
Legal Basis – Your explicit consent is required.
Data Processors – The ‘CCG’ and Survey Monkey.

Research

The CCG uses MailChimp for the creation and distribution of
messages. Mailchimp is an online marketing automation
platform. Your personal data ie your first and last name and
your email address is stored on the online platform.
Individuals are able to unsubscribe from receipt of emails
from the CCG at any time by clicking on ‘unsubscribe’ at the
bottom of the email received. The MailChimp Privacy Policy
is available on their website.
Legal Basis – Your explicit consent is required.
Data Processors – The ‘CCG’ and Mailchimp.
Purpose – The CCG acts as a hosted advisory service to
support research within primary care. Any research
supported by the advisory service has regulatory approval by
the Health Research Authority, who hold delegated legal
responsibility for the regulation of research in health and
social care.
Legal Basis – Public task. GDPR Article (1)(e) applies i.e. it
is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in
the controller. If explicit patient consent is required, this is
arranged between the Sponsor and Primary Care.
Data Processor – Participant study data is neither held nor
processed by the CCG.
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Risk Stratification

Purpose – Risk stratification tools are used by CCGs to
analyse the overall health of a population using data which is
anonymised in line with the Information Commissioner's
Office (ICO) Anonymisation Code of Practice. The combined
CCGs Secondary Use Service (SUS) data and GP data
which contains an identifier (usually NHS number) is made
available to clinicians with a legitimate relationship with their
patients to enable them to identify which patients should be
offered targeted preventative support to reduce those risks.
Legal Basis – NHS England has gained approval from the
Secretary of State, through the Confidentiality Advisory
Group (CAG), for its application for the disclosure of
commissioning data sets and GP data for risk stratification
purposes to data processors working on behalf of GPs which
provides a statutory legal basis under Section 251 of the
NHS Act 2006 to process data for risk stratification purposes.
We are committed to conducting risk stratification effectively,
in ways that are consistent with the laws that protect your
confidentiality.
As regards compliance with the General Data Protection
Regulation (GDPR), conditions relied upon for processing
personal data are “Performance of a task in the public
interest or the exercise of official authority” (article 6e) and
special category data “Medical and Health diagnosis,
treatment or management of health or social care systems
and services” (article 9h).
Data Processor – The CCG commissions one provider (data
processor) to provide risk stratification and other population
health analysis services. Currently this is Prescribing
Services Ltd via their Eclipse product.
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APPENDIX B
Key definitions
Data ‘Controller’
Data ‘Processor’

Personal Data

Processing (in
relation to Personal
Data)

Personal Sensitive
Data (Special
Categories)

Anonymised Data

Pseudonymised
Data

Aggregated Data
Primary Care Data

Secondary Care
Data

NHS Digital

A Data Controller is the natural or legal person, public authority,
agency or other body which, alone or jointly with others, determines
the purposes and means of the processing of personal data.
A Data Processor is the natural or legal person, public authority,
agency or other body which processes personal data on behalf of the
controller.
Personal data is any information relating to a person (a ‘data subject’)
who can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of
that person.
Means any operation or set of operations which is performed on
personal data or on sets of personal data (whether or not by
automated means, such as collection, recording, organisation,
structuring, storage, alteration, retrieval, consultation, use, disclosure,
dissemination, restriction, erasure or destruction).
Special categories of personal data are related to an individual’s race;
ethnic origin; political opinions; religious or philosophical beliefs;
genetic data; biometric data (where this is used for identification
purposes); health data; sex life; or sexual orientation. Personal data
can also include information relating to criminal convictions and
offences.
Anonymised data is any personal data which has been processed so
that all identifiers are removed or obscured in a way which minimises
the likelihood that the data will identify individuals.
Pseudonymisation is a technical process that replaces identifiable
information such as an NHS number, postcode, and date of birth with
a unique identifier, which obscures the identity of the individual patient
to those working with the data.
The consolidation of data relating to multiple individuals, and therefore
the data cannot be traced back to a specific individual.
Primary care refers to the work of health professionals who act as a
first point of contact for patients such as GPs and pharmacists,
primary care data is therefore data collected within GP Practices,
dental practices, community pharmacies and high street optometrists.
Secondary care is the health care provided by specialists who
generally do not have first contact with patients, it includes hospital
care, community care and mental health care, secondary care data is
therefore data collected by hospital, mental health and community
services.
NHS Digital provides national information, data and IT systems for
health and care services. They exist to help patients, clinicians,
commissioners, analysts and researchers. Their goal is to improve
health and social care in England by making better use of technology,
data and information.
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Key definitions (Cont)
Secondary Uses
The Secondary Uses Service (SUS) is a single, comprehensive
Service (SUS)
repository for healthcare data in England which enables a range of
reporting and analyses to support the NHS in the delivery of
healthcare services. Commissioners and providers of NHS-funded
care use this data for secondary purposes other than direct or
'primary' clinical care, such as: Healthcare planning; Commissioning of
services; National Tariff reimbursement and development of national
policy. SUS is a secure data warehouse that stores this patient-level
information in line with national standards and applies complex
derivations which support national tariff policy and secondary analysis.
Section 251
Section 251 of the 2006 NHS Act was created because it was
recognised that there were essential activities of the NHS, and
important medical research, that required the use of identifiable
patient information – but, because patient consent had not been
obtained to use people’s personal and confidential information for
these other purposes, there was no secure basis in law for these
uses. For further information regarding Section 251, see
Appendix C ‘Related Links and Documents’ - Health Research
Authority.
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APPENDIX C
Related Links and Documents
Confidentiality

Data Sharing

Code of Practice for Handling Information in Health and
Care
Data Sharing Code of Practice
Information Governance Review: To share or not to share

Records Management

Records Management Code of Practice for Health and
Social Care 2016

Advice and Guidance on the
Law and Personal Data
Information Security
Management
Anonymisation

Information Commissioner's Office
Information Security Management: NHS Code of Practice
Anonymisation: Code of Practice
Anonymisation Standard for Publishing Health and Social
Care Data

Requesting Information Under
the Data Protection or Access
to Health Records Acts

ICO Subject Access Code of Practice

The National Care Record
Guarantee
(Summary Care Records)
Health Research Authority

National Care Record Guarantee

The NHS Constitution for
England
Cambridgeshire Information
Sharing Framework
(includes a list of Organisations
currently signed up to the
Framework)
Risk Stratification

The NHS Constitution for England

Guidance for Access to Health Records Requests

Confidentiality Advisory Group

Cambridgeshire Information Sharing Framework
(Hosted by Cambridgeshire County Council)

https://www.england.nhs.uk/ig/risk-stratification/
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